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Abstract. The design of pervasive gaming experiences to promote ac-
tive aging through virtual voice assistants makes us raise two funda-
mental requirements, such as respect for user privacy and the possibility
of developing proactive applications. These two requirements make the
use of the main commercial assistants, unfeasible. In general, these de-
vices are always listening and processing conversations without the need
for explicit consent each time. These virtual assistants usually restrict
some functionalities such as proactivity in Applications. Thus, in this
paper, we present different free and open-source solutions to fulfill these
requirements in implementing pervasive games.

Using free software-based tools, we can develop virtual assistants that
meet our requirements and implement our pervasive gaming experiences
to promote active aging. After analyzing the main free tools available,
we highlight Mozilla DeepSpeech and Rasa, on the one hand, and on
the other hand, the tools offered by the Stanford Open Virtual Assistant
Lab (OVAL). It is important to note that these tools are modular to be
mixed depending on our tastes and needs.

Keywords: pervasive game · active aging · virtual assistant · voice as-
sistant · deep speech · rasa · free software.

1 Introduction

Nowadays, homes with a multitude of interconnected digital devices are increas-
ingly common and these, along with mobiles, are already part of our daily lives.

In the same way, transversally, technology is linked to the daily lives of many
people. We also have that the percentage of the world population over 60 years
old does not stop increasing[1], and it is estimated that between 2000 and 2050,
this percentage will more than double, reaching 11% to 22%[2].

It is essential to highlight the importance of active aging for people. For this,
we must consider the specificities of this sector of the population and investigate
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how to promote this active aging, which must include, for example, from per-
forming physical activities to avoiding the problems derived from loneliness[2],
because many times these types of people suffer from it.

Games, and especially pervasive games, together with the proliferation of
interconnected digital devices, offer us a clear opportunity to deal with the issue
of active aging from this perspective.

There are currently various virtual voice assistants on the market[3] and free
tools to create virtual voice assistants specially adapted to our requirements[4].
We propose the use of virtual voice assistants together with pervasive games to
promote active aging. There are two fundamental requirements when choosing
which platform or technology to use. The first requirement is the possibility of
the assistant’s proactivity, and the second is respect for the user’s privacy.

When it comes to using virtual assistants, we run into problems from the
functionalities perspective and the privacy point of view. In the first case, we
find the limitation of proactivity by the main existing virtual assistants, but this
is a functionality that we consider very important. In the second case, we find
how companies use and process the data of users who use their devices, which
causes a severe loss of privacy. Thus, we will focus mainly on the analysis of free
software tools that allow us to build virtual assistants that adapt to our needs
and respect privacy.

This study aims to find tools that allow us to design experiences based on per-
vasive games through virtual assistants and that comply with the requirements
that we have raised regarding proactivity and privacy.

This paper is organized as follows: first, we describe the main characteristics
and needs in the design of pervasive gaming experiences to promote active aging;
second, we introduce the use of virtual assistants considering the impossibility
of adapting non-free virtual assistants to all our requirements, from among the
free ones, we will see the most appropriate, and finally, the conclusions comment
on the main findings of this work.

2 Use of pervasive gaming experiences to promote active
aging

The percentage of people over 60 continues increasing, and there seems to be a
clear trend for this percentage to continue to grow. Due to the large number of
transformations produced in societies with the incorporation of ICT in daily life
and especially in the field of digital entertainment, it is necessary to redesign
and adapt these transformations to the needs and preferences of older people in
order to incorporate this segment of the population into the digital culture and
at the same time promote active aging through the use of these technologies.

It is necessary to adapt to these circumstances in all areas, including virtual
assistants and games, among other things, to try to achieve active aging of the
population. It is essential to analyze this type of technology, primarily through
using the voice and avoiding graphic interfaces that could hinder older adults[5].
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Along with aging, people are prone to present some problems derived from
age, such as cognitive deterioration, loneliness, depression, etc. The use of virtual
assistants can serve to try to avoid or improve the situation of older people
regarding these problems[6]. Voice-controlled assistants have great potential in
monitoring older people’s health conditions, mainly due to the variety of sensors
available that can be used. For example, sensors can be used to detect movement
or pressure on a bed and depth sensors, among others, that can help us control
the parameters of health and activity that these people carry out, respiratory or
heart rates, behavior patterns, etc[7].

We want to place particular emphasis on proactivity due to the target au-
dience for the resulting product. The devices must be capable of generating
interactions with older people without waiting to be activated previously. This
feature is essential for the correct use of virtual assistants’ possibilities because
we may be dealing with people unfamiliar with the use of technology, but also
with people who suffer depression as a consequence of loneliness, among other
things.

Technological evolution has allowed games to play an essential role in mobile
devices today[8], and increasingly their redesign to be used with virtual assis-
tants will become more common. A challenge arises when adapting games to
the characteristics that these devices offer us and discover the new possibilities
that arise. The field of pervasive games is wide and diverse in the approaches
and technologies used. These games are used to create new experiences that
can combine elements of real and virtual games[9]. With the advancement of
pervasive games, we can achieve until now incredible or unthinkable forms of
entertainment[10].

It is crucial to design experiences based on older adults’ pervasive games
since evidence indicates that older people who use games regularly tend to have
a more positive attitude towards aging than other people at that age. From the
socio-emotional point of view, applications must adapt to the requirements and
preferences of the elderly be considered and developed[11].

The development of pervasive games focused mainly on older adults with
virtual assistant technologies with voice and preserving users’ privacy can serve
this field’s innovations. These innovations could be extrapolated to other areas of
society with requirements or conditions other than the hegemonic ones in games
and virtual assistants, such as childhood or people with functional or intellectual
diversity.

3 Virtual assistants

One of Artificial Intelligence (AI) ’s main objectives has been to achieve dialogues
between people and computers. In recent years, the branch of AI focused on con-
versation systems has grown the most. Apart from voice recognition, other topics
such as gesture recognition, image recognition, or videos are investigated[3].

In this section, we will see the main problems related to using the most used
virtual assistants, especially considering the stated objectives related to the use
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of these in the development of experiences based on pervasive games to promote
active aging. Later we will focus on analyzing the main alternatives in the world
of free software to get a virtual assistant that meets our requirements.

3.1 Top virtual assistants on the market

Many large companies implement their virtual assistant systems, such as Ama-
zon Alexa, Google Home, Microsoft’s Cortana, Apple’s Siri, or Facebook’s M.
A critical issue to keep in mind regarding the most popular commercial voice
assistants is that some of its functionalities are limited. So, features such as
proactivity are not available[12], which could seriously limit this line of research’s
possible applications.

Serious security problems have been detected due to the way these virtual
voice assistants work. In part due to the lack of a reliable authentication method,
since it is possible that identity can be easily supplanted and, for example,
perform purchases not authorized by the person who owns the assistant[13],[14].
Given the mistrust of these devices’ users’ vulnerabilities, a clear tendency has
been detected to use them in private environments, mainly and avoid using them
in public spaces[15].

Around the main virtual assistants, special attention must be paid to the
privacy and data management that corporations do, because their commercial
interests make them seek to maximize profits and take advantage of the value of
user information. We have that while the people who use it express their concern
that their rights are violated and want to control their personal information[16].

This concern regarding privacy and data use without user permissions seems
to stand out, especially in Amazon Alexa, based on the number of articles that
refer to it. However, this is probably mainly because Amazon controls 70% of the
virtual voice assistant market. However, probably none of the different commer-
cial systems is free from this concern. The use made of the collected data derived
from a non-voluntary interaction with the devices is especially delicate. Analysis
of the traffic produced by Alexa shows that this is part of regular operation[17].

The fact that these virtual assistants are continuously “listening” represents a
serious privacy problem in which many people are either unaware of its possible
implications or finally end up resigning themselves in exchange for using the
technological advances that this type of platform offers[18].

3.2 Virtual assistants with Free Software

The main virtual assistants do not meet our demands for proactivity and privacy.
After searching for alternatives, it is necessary to focus our efforts on finding free
alternatives that allow us to implement virtual assistants who are proactive and
respect the privacy of people who use them. We also need these tools to offer us
the possibility of adapting it as much as possible to the people’s demands and
tastes for whom they are intended. In this case, mainly for older adults, without
forgetting the other sectors of the population.
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After analyzing the main free software tools available, it is observed that
there are some tools with the capacity to be used to implement a virtual assistant
with our demands. It is important to note that we usually do not have a single
software that does all the work necessary to implement our virtual assistant.
However, there are usually programs that do part of the work, and then each of
these tools interconnects with each other, thus giving rise to the final product.
We must emphasize that this modular approach often allows us to interconnect
these “modules” with each other to adapt it even more to our needs. Even when
the same project offers us several of these “modules,” we can often use some
of them and interconnect them with others without using all the same project
elements.

Therefore, below we pay special attention to free tools that can allow us to
build systems that respect the user’s privacy and personal environment.

Also, we have that these systems can be adapted to the needs of our re-
search and requirements, contrary to what can happen when the possibilities of
adapting a proprietary system are usually limited.

• Deep Speech: The Baidu research team proposed a voice recognition system
that uses deep learning and simplifies voice systems[19]. Other essential features
of Deep Speech are that they do not use a phoneme dictionary, and that “you do
not need hand-designed components to model background noise, reverberation,
or speaker variation, but rather learn it directly”[19].

There is an implementation of Deep Speech made by Mozilla and released
under the MPL (Mozilla Public License)[20]. It uses a neural network to convert
the captured voice’s spectrogram into the transcribed text; it is beneficial for us
to use on the Internet of Things (IoT) devices. It can be used with or without
a continuous internet connection. It includes pre-trained data sets. However, we
can also add new sets[21].

Mozilla Deep Speech uses Google’s Tensorflow to facilitate the speech’s im-
plementation to the text engine[22]. Such a project requires a large amount of
heterogeneous data to function correctly. There is the Common Voice project,
also from Mozilla, to collect this data using crowdsourcing through more than
50,000 people. The information has been collected in 38 languages, making it
the largest body of free audio for voice recognition[23].

In non-ideal and rather noisy environments, the Mozilla implementation has
a much lower error rate than other commercial systems from Google, Apple, or
Microsoft. It also has a lower error rate in noise-free and combined environments,
although the difference, especially with the Google system, is not wide[4].

We can find success stories where Mozilla tools can be integrated with other
free tools such as Rasa. A virtual assistant can be built in a local environment,
careful with privacy since it avoids sending packets over the internet. Mozilla
DeepSpeech and Mozilla TTS are used to convert speech to text and vice versa.
In this case, Rasa would be in charge of understanding natural language and
managing dialogue[24].
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• OVAL: Also notable is the “Stanford Open Virtual Assistant Lab (OVAL),”
which aims to create a free virtual assistant ecosystem that respects privacy[25].
This project is divided into other projects, such as Thingpedia, LUInet, Genie,
Almond, a communication protocol for a virtual assistant, and Brassau.

Almond is a free virtual assistant through crowdsourcing, and that preserves
privacy; Almond is programmable and is designed to offer online and internet
of things services[26]. Thingpedia offers us a public knowledge base with an
open API and natural language interfaces[26]. Brassau has a graphical virtual
assistant that converts natural language commands into a graphical interface[27].
We also have Genie, a natural language semantic parser generator for virtual
assistant commands[28]. Soundr allows us to use an array of microphones like
those included in most intelligent voice systems and infer the speaker’s spatial
locations and the head[29].

• Rasa: When we analyze Deep Speech, we talked about Rasa as part of a joint-
use proposal between both tools. Rasa is a machine learning framework that
allows us to automate texts and voice conversations. Rasa is free software under
Apache 2 license. With Rasa, we can understand messages from conversations,
but it also offers us the possibility of connecting to a wide variety of messaging
channels and APIs[30].

Basically, Rasa’s operation consists of receiving a message and converting it
into a dictionary to be processed. Rasa has two main components, Rasa Core
and Rasa NLU. Rasa Core uses dialogue management based on machine learning,
and with this framework, we can create, for example, chatbots. Rasa NLU offers
us a module of classification of intentions and extraction of entities[31]. Rasa
NLU handles natural language processing.

• Others tools: To finish this section of virtual assistants, we will see other
free tools that we could also use to construct a virtual assistant.

Tacotron 2 is a neural network architecture for speech synthesis from the
text, developed by Google, which allows us to synthesize waveforms from spec-
trograms[32]. Tacotron allows an end-to-end voice system, which achieves very
similar to that of a real human voice[33].

Studies have been carried out that mix the use of Deep Speech and Tacotron
in the same project. Tacotron is used to recognize speech and convert it to text
automatically, and Deep Speech is used to convert that text to speech[34].

Another system, designed by Facebook and under MIT license, is wav2letter++,
a light, and straightforward tool to build speech recognition systems, which uses
the ArrayFire library and is written in C++[35].

As an alternative to Rasa NLU, we also have Snips NLU, a machine learning-
based voice platform connecting with embedded systems[36]. Snips are designed
to work without an internet connection, so it allows you to perform processing
without using the cloud, although you can also connect to the internet if it is
wanted[12]. Snips allow us to guarantee the privacy of users[37].
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4 Defense of privacy

The privacy of virtual assistant users is an important point to keep in mind. We
have that the main commercial services do not comply with this requirement
because confidential information is sent through the internet to be later processed
in the cloud without the person’s explicit consent who uses the device consciously
or unconsciously. It is important to establish protocols that assure us that this
type of “cheating” practice is not carried out.

The need arises to process the voice input locally, even in a “more primitive”
way, until a request or an affirmative response to the assistant’s proactive action
is detected. After obtaining the user’s permission, it would be possible to analyze
the content obtained below and during that conversation. These protocols must
allow us to enjoy the benefits of virtual assistants without violating privacy.

Many of the privacy problems that we have using the main virtual voice
assistants are not unique in this type of device. However, problems derived from
the Service as a Software Substitute (SaaSS)[38] are added to the voice that may
be continuously being recorded and processed.

The problem related to privacy is not only solved with the drafting of terms
and conditions of use. Your data will be collected and processed at all times. Also,
many people will accept these abusive conditions even if they do not agree[15],
only to enjoy these devices’ technical advantages, so there should even be legal
directives that regulate this type of practice by companies.

Table 1. Relationship between the tools and the required objectives.

Tool Proactivity Privacy Easy to use

Google Home Low Low High
Amazon Alexa Low Low High
Apple Siri Low Low High
Mozilla & Rasa High High Medium
OVAL High High Low

5 Conclusions

In this paper, we analyzed virtual assistants’ use to design pervasive gaming
experiences to promote active aging, and together we propose two essential re-
quirements that virtual assistants must meet. These requirements are that the
user’s privacy is respected and that our application can be proactive because it
is mainly intended for older people.

The main virtual assistants in the market are not respectful of user pri-
vacy, and also because these assistants usually have limited functionality, such
as proactivity. For this reason, we decided to investigate whether there are free
tools that allow us to develop virtual assistants that meet our requirements and
allow us to create pervasive gaming experiences to promote active aging.
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After analyzing the main free tools available, we have mainly chosen Mozilla
and Rasa’s tools, on the one hand, and on the other hand, the tools offered by
the Stanford Open Virtual Assitant Lab (OVAL). It is important to remember
that these tools are modular to be mixed depending on our tastes and needs.

Simplifying, we can divide the analyzed tools based on their proactivity,
respect for privacy, and ease of use in our experiences based on pervasive games.
In Table 1, we show the classification of the different tools based on the analysis
carried out.
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