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Abstract

Digital twins (DTs) enable real-time monitoring and control of assets in the physical world. Thus, their application
in Open Cyber-Physical Systems is becoming increasingly relevant. However, effective decision loop between
digital and physical components, as well as autonomous decision-making directly embedded in DTs, remain open
issues. Therefore, in this PhD project, we focus on modeling an Autonomous Digital Twin (ADT) that integrates
its own decision-making process and acts retroactively on its physical counterpart. Thus, to build this ADT,
Knowledge Graphs will be used as the representation of data from the physical world.
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1. Introduction

The integration of digital technology with physical systems has resulted in the development of a novel
category of systems known as Cyber-Physical System (CPS) [1]. Within a CPS, a collection of computing
devices communicate with one another and interact with the physical world via sensors and actuators
in a feedback loop in real time [2]. In this work, we focus on building Open CPS where components
belonging to multiple stakeholders can join or leave the system unpredictably and can collaborate within
the system. A stakeholder is an individual, group, or organization that has an interest or concern in the
system. In the context of Smart Cities for example, the stakeholders could be the city’s various transport
companies (public or private). Enabling these stakeholders to collaborate requires them to exchange
and share information. Semantic Web technologies [3] and standardized ontologies in particular [4]
make it possible for these stakeholders to understand each other and use the same terminology when
interacting. Integrating these technologies into these systems will guarantee semantic interoperability.

To support the integration of the digital and physical dimensions of an asset in the CPS, the concept of
Digital twin (DT) [5] - a virtual representation of a physical asset - appears to be a promising approach.
In addition, this integration has to be online because, a change of the DT’s current state implies a
change of state of its physical counterpart and vice versa [6]. Nowadays, DTs have been used as a tool
for accessing the physical assets they represent and provide a high-fidelity representation of those
assets. As mentioned in [7], DTs are the prerequisite to enable the CPS to be aware of its current
state and environment, to adapt and reconfigure itself to changing conditions. In addition, DTs can
detect and analyze anomalies in the system [8]. They also enable continuous monitoring and active
functional improvement of physical products [9]. However, the current generation of DTs in CPS excels
at reflecting the state of the physical system based on sensor data, but fails when it comes to making
autonomous, proactive decisions. This limitation hinders the full potential of CPS, especially in dynamic
open environments.

The goal of this PhD project is to introduce autonomous decision-making into DT to reduce human
intervention by integrating a decision loop between the digital entity (DT) and its physical counterpart.
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For this purpose, the PhD project is organized in two main parts: one dealing with the management and
representation of data from the physical world, and the other with the use of this data in autonomous
decision-making process of the DT.

Problem Statement. In this paper, we focus on knowledge management challenges. One important
challenge is the heterogeneity of the data collected from multiple sources (e.g., stakeholders). Different
entities belonging to multiple stakeholders, with different ways of representing information from the
physical world, create challenges in terms of data integration. The lack of standardized representation
hinders effective collaboration and autonomous decision-making in the system. Since DTs will need to
collaborate with other entities, ensuring the interoperability of these heterogeneous systems would
allow the DTs to interact in an unambiguous way with other systems. Another challenge is to explicitly
capture and represent the changes over time in the physical environment (status, relationships between
entities) within an Open CPS. These changes need to be integrated and updated in the internal state
of the DT. By addressing these challenges, data representations of the physical world will enable
DTs to collaborate to make autonomous and informed decisions, as well as monitor and control their
physical counterparts. Therefore, the need for a knowledge management framework becomes evident
in addressing these challenges.

Importance. CPSs are critical to the functioning of industries such as transportation, healthcare,
manufacturing, and smart cities, where failure can have significant consequences [10]. The ability to
effectively manage knowledge (up-to-date and homogeneous data) within Open CPSs is crucial for
these systems to operate efficiently, safely, and sustainably. Consequently, entities in Open CPS should
share the same data format to enable them to exchange information and collaborate to achieve the
system’s goal. In areas such as healthcare and transportation, knowledge management in CPS enhances
safety and improves quality of life [10].

This paper is structured as follows: in Section 2, we present the research questions addressed. Related
works are then reviewed in Section 3. The proposed approach is presented in Section 4. Finally, Section
5 concludes the paper and presents perspectives for future work.

2. Research Questions

The hypothesis underlying this part of the PhD project is that the use of semantic knowledge graphs
to represent data in the DT enables real-time modeling of dynamic changes in the physical world
and enhances the DT to manifest autonomous behaviors. The aim of the PhD project is to answer
the main research question, which is:” How to develop a knowledge management framework for digital
twins that captures and represents real-time data from the physical world and enables both autonomous
decision-making and unambiguous collaboration of digital entities within Open CPS?” To answer the main
research question, we will explore the following sub-questions, each aimed at addressing a distinct
aspect of the development of the knowledge management framework for autonomous decision-making
in Open CPS:

« (RQ.1) How to design a Digital Twin architecture that integrates a knowledge management
framework for autonomous decision making?
This question concerns the design of an architecture that will enable DTs not only to reflect the
state of their physical counterparts, but also to become entities capable of making autonomous
decisions. The proposed architecture will enable the integration of knowledge management and
the ability to manifest intelligent behaviors. This is important, as current approaches to DTs focus
on using them to reflect the state of the physical world, to monitor it or to be used for simulation
purposes. The ability of DTs to manifest autonomous behaviors is therefore not addressed. The
proposed architecture will be generic, so that it can be adapted to a wide range of applications; it
will also integrate essential components that must work harmoniously together. Maintaining
real-time synchronization between the DT and its physical counterpart is also a key objective of
this architecture. This synchronization is essential for two reasons: it ensures that decisions are
based on data from the physical world, and it enables the DT to act on its physical counterpart.



+ (RQ.2) How to represent data from the physical world in Digital Twins?
This question tackles the representation of data from the physical world in DTs. To explore
this question, a literature review will be done to identify and evaluate different standardization
techniques and ontologies used to represent physical world data in DTs. This will enable data
from different sources to be structured using a common structure. The ontologies identified
will then be used as upper ontologies from which new concepts will be fed to build semantic
knowledge graphs that structure the data in DTs, to ensure interoperability. The knowledge
graphs constructed will therefore capture not only the current state of the physical counterpart,
but also its evolution (including historical states, dynamic changes in relationships between
system entities), so that the DTs will be able to understand events occurring in the physical world.

+ (RQ.3) How can Digital Twins access to their physical world knowledge to make autonomous
decisions?
This research question explores the mechanisms used by the DTs to query and reason over their
semantic knowledge graphs that represent physical world data, to make autonomous decisions.
DTs will retrieve current and historical knowledge and analyze it allowing them to understand
what is happening in their physical counterparts. Thus, a decision-making process will be
developed to enable DTs to evaluate different options and choose the most relevant action.

+ (RQ.4) How to ensure unambiguous collaboration between autonomous entities within the Open
CPS?
This question will be addressed with the development of collaboration protocols to enable DTs to
share their knowledge from the physical word and work together to achieve the system goals, or
to solve problems in a decentralized way'.

3. Related Work

The integration of data collected from different sources in the DT may be challenging due to inherent
heterogeneity. Therefore, some works suggest the use of Knowledge Graphs to structure and extract
knowledge from data in DT. Authors in [11] states that with approaches such as Knowledge Graph,
information can be linked and later retrieved by different stakeholders at any time in the DT. [11]
introduces the concept of Next Generation of DT that uses semantic technologies to connect all kind
of information. The vision of Cognitive Digital Twins (CDTs) is proposed by [12, 13] with the aim of
enhancing traditional DTs by integrating semantic technology. In [14], authors use ontologies to model
the knowledge contained in the CDTs to make the data unambiguous, shareable, and interoperable.
The cognitive aspect of CDTs allows to support informed decision-making processes. However, the
notion of system openness involving multi-domain knowledge management is not explored. In addition,
CDTs are used as decision support tools, for example, in [14] the CDTs are used as a digital shadow:
where data is automatically transmitted from the physical layer to the digital layer, without reciprocity
[6]. The work in [15] introduces the Web of Digital Twins (WoDT), which is an open, distributed, and
dynamic ecosystem of connected DTs functioning as an interoperable service-oriented component for
applications running on top, especially smart applications, and multi-agent systems. The semantic
modeling of the corresponding DT in [15], is consider as a key aspect of interoperability and openness
in WoDT, which is represented by a distributed Knowledge Graph connecting independent KGs (DTs).
In [15], the KG within the DT is used as a decision support. Nevertheless, integrating data from various
sources and domains while maintaining semantic consistency and lack of ambiguity is a challenging task
that can limit the effectiveness of distributed KG. Research on combining KG with the current generation
of DTs appears to be a promising approach, enabling DTs to have a homogeneous representation of the
data from the physical world, with the aim of using it for autonomous decision-making.

'Decentralization problem resolution will enable multiple stakeholders to participate in the decision-making process.



4. Proposed Approach

As mentioned above, DTs are currently used as decision support tools [15, 16]. To include decision
making into the Open CPS, we propose an Autonomous Digital Twin (ADT) concept (RQ.1). In the
context of Open CPS, ADT will include a decision-making process and will be able to collaborate
with other autonomous entities (ADT or autonomous intelligent agent) within the system. By making
autonomous decisions, these entities can address potential issues and work together towards achieving
the system’s goals. As an open system, autonomous entities can join and leave the system unpredictably,
therefore, autonomous decision-making of this open system will be decentralized. The decentralizing
decision-making in the system will enable the participation of various stakeholders in the system and
increase its resilience, while minimizing the risk of single-point-of-failure and enhancing adaptability.
Decentralized problem-solving also enables the system’s autonomous entities to contribute to the
finding of solutions that are more acceptable to all.

To model the proposed ADT, a 4-components architecture is described in Figure 1. This architecture
contains the INTERFACE component that connects the ADT with the entities of the system. The first
type of connected entities is its physical asset (PA) with the process Synchronize that consists of two
phases i.e., Collect (collect data from the PA) and Perform (makes operation on the PA according to the
change made on the ADT’s current state). Furthermore, Interface links the ADT to systems, users, ADTs,
or other entities wishing to interact with it, using the Expose process. Knowledge Graph and Ontologies,
in this work, will be used to structure the data collected from the physical world in the KNOWLEDGE
component of the ADT. The data to be represented will be the current state, which will contain relevant
information such as the status of the physical asset, its properties, and its relationships with other
entities. Historical data will also be represented in the Knowledge Graph and will be used to capture all
the past states of the ADT and past relationships with other ADTs, and therefore those of its physical
counterpart. The KNOWLEDGE component (RQ.2) of the ADT also contains the Behavior Model, which
will be a numeric representation of the physical and logical behavior of the PA. The physical behavior
model refers to the measurable and observable reactions of an object or system in the real world, often
based on physical laws and material properties. For example, if the bike travels a certain distance in a
given time, the battery level should decrease according to the distance covered and the associated energy
consumption. The Logical one is based on a sequence of logical steps determined by operating rules. A
logical behavior of a delivery truck might be to pick up goods before delivering to the destination. The
ACTIVITY component allows the ADT to do operations such as Monitor its physical counterpart by
comparing the current state of the ADT with the nominal behavior, to identify any inconsistencies;
Analyze the data from the physical world. The Simulate process will enable the ADT to create a model
that reproduces the behavior and characteristics of its physical counterpart, enabling different scenarios
to be tested and analyzed without impacting the physical entity. The Predict process will involve to
forecasting future states or behaviors of the physical entity by analyzing historical and real-time data.
Finally, the AGENT component is the autonomous part of the ADT, enabling it to manifest intelligent
behaviors such as decision-making and coordination with other autonomous entities to achieve the
system’s goals.

To demonstrate the proposed architecture of ADT, we will focus on a use case related to Urban Logis-
tics, defined by [17] as the efficient and effective transportation of goods in urban regions. According
to [18], 16% to 50% of atmospheric pollutants in cities are generated by transportation, with commercial
vehicles (goods transport) accounting for 20% to 30% of the total vehicle-kilometers. Therefore, Last Mile
Delivery (LMD) is one of the challenges that dense cities face in terms of carbon footprint. The scope
of our research focuses on this final step of the delivery process (LMD), where goods are transported
from a transportation hub to their destination. The LMD process that will be used is described as
follows: during the day, electric delivery trucks (e-trucks) will be used as mobile depots which are
storage spaces where goods are temporarily stored before being delivered to end customers. E-trucks
will meet the electric-cargo bikes (e-cargo bikes) to supply them. Finally, e-cargo bikes, will deliver
goods to end-users. The meeting points between e-cargo bikes and mobile depots will be the parking
spots in the city dedicated to delivery vehicles.
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Figure 1: Autonomous Digital Twin Proposed Architecture

To validate our ADT architecture, we will assign an ADT to each entity in the logistics system; for
instance, an electric delivery truck will have its ADT modeled, as will e-cargo bikes and other physical
entities. One of the standard ontologies identified to model the physical assets (such as the e-trucks)
is the SAREF4AUTO ontology®[19] (RQ.2). The ADT of an e-truck, for example, will use the current
state of its physical counterpart represented in its KG (RQ.2) to monitor it. Using the results of this
monitoring, it will be able to make autonomous decisions (RQ.3) that will change its current state. This
change in the ADT will be reflected in the physical e-truck (in the case of last-mile delivery, we will
consider that the delivery man will receive a notification on his application if the decision is a change
of route, for example). Some autonomous decisions to be taken by e-truck and e-cargo bike ADTs
may require their collaboration. For instance, when choosing a meeting place for e-trucks and e-cargo
bikes, their ADTs will have to exchange messages. This interaction is needed to find an acceptable
parking place for them according to their respective constraints. The messages exchanged must be
unambiguously and clearly interpreted by the ADTs, who may belong to different stakeholders (RQ.4).
Therefore the authors in [20] recommend the use of an agent communication language SPARQL-Act?,
based on Semantic Web Technologies [3] to achieve this semantic interoperability.

5. Conclusion and Future Works

This paper outlines the advancements of the PhD project, which focuses on integrating a decision loop
from virtual to physical space by incorporating an autonomous decision-making process into the DTs in
Open CPS. The first stage of this PhD project consists of proposing a knowledge management framework
for the Autonomous Digital Twin (ADT). This framework should use Semantic Web Technologies
standards to model heterogeneous data from the physical world, thereby making the ADTs interoperable

“This ontology is one of a suite of the standardized SAREF ontologies that form a shared model of consensus intended to
enable semantic interoperability between solutions from different providers and among various activity sectors in the IoT.
*https://gitlab.emse.fr/sparql-act/web-agents



within the system. One of the main limitations of the proposed architecture is that not all components
can be fully implemented during the thesis period. Furthermore, since we are dealing with Open CPS
in which components can join and leave the system unpredictably, consequently, the ADT must be able
to discover when new ADTs enter the system. In addition, the system must be resilient, retaining its
functionality even when an ADT leaves the system. Future work will focus on modeling the decision-
making process that incorporates knowledge of the physical world. It will also involve modeling each
component of the ADT architecture. Subsequently, the architecture will be implemented and validated
through a realistic use case.
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